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Information and Data Privacy
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Adopt and maintain a written information security plan (“WISP) and a written privacy plan to protect NPI as required by local, state and federal law.

Purpose
Federal and state laws (including the Gramm-Leach-Bliley Act) require title companies to develop a written information security program (“WISP”) that describes the procedures they employ to protect NPI. The program must be appropriate to the Company’s size and complexity, the nature and scope of the Company’s activities, and the sensitivity of the Consumer information the Company handles. A Company evaluates and adjusts its program considering relevant circumstances, including changes in the Company’s business or operations, or the results of security testing and monitoring.

What You Should Know
Title Agencies are considered to be financial institutions under the Gramm-Leach-Bliley Act because they conduct real estate settlement services.  This means your company is subject to the same laws and regulations as banks and lenders when it comes to protecting Consumer NPI.

The GLBA defines NPI as:

(4) Nonpublic personal information
[bookmark: 4_A](A)	The term “nonpublic personal information” means personally identifiable financial information—
[bookmark: 4_A_i](i) provided by a consumer to a financial institution;
[bookmark: 4_A_ii](ii) resulting from any transaction with the consumer or any service performed for the consumer; or
[bookmark: 4_A_iii](iii) otherwise obtained by the financial institution.
[bookmark: 4_B]
(B) Such term does not include publicly available information, as such term is defined by the regulations prescribed under section 6804 of this title.
[bookmark: 4_C]
(C)Notwithstanding subparagraph (B), such term—
[bookmark: 4_C_i](i)	shall include any list, description, or other grouping of consumers (and publicly available information pertaining to them) that is derived using any nonpublic personal information other than publicly available information; but
[bookmark: 4_C_ii](ii)	shall not include any list, description, or other grouping of consumers (and publicly available information pertaining to them) that is derived without using any nonpublic personal information.
….

Depending on the states in which your company operates, you may also be subject to a state insurance data privacy law if there is no exception for the GLBA.  State insurance data privacy laws often define NPI as either nonpublic personal financial information and nonpublic personal health information.  “Nonpublic personal financial information” means
(a)  Personally identifiable financial information; and 
(b)  Any list, description or other grouping of consumers (and publicly available information pertaining to them) that is derived using any personally identifiable financial information that is not publicly available. 
(2)  Nonpublic personal financial information does not include: 
(a)  Health information; 
(b)  Publicly available information, except as included on a list described in Subsection T(1)(b) of this section; or 
(c)  Any list, description or other grouping of consumers (and publicly available information pertaining to them) that is derived without using any personally identifiable financial information that is not publicly available. 
(3)  Examples of lists. 
(a) Nonpublic personal financial information includes any list of individuals’ names and street addresses that is derived in whole or in part using personally identifiable financial information that is not publicly available, such as account numbers. 
(b) Nonpublic personal financial information does not include any list of individuals’ names and addresses that contains only publicly available information, is not derived in whole or in part using personally identifiable financial information that is not publicly available and is not disclosed in a manner that indicates that any of the individuals on the list is a consumer of a financial institution. 
There are many locations within your company where NPI can be found, such as:  physical locations like paper-based files, desktop or reception area, the closing table or storage locations. With the widespread use of smart phones and tablets, it’s important to protect against NPI being visible to anyone other than authorized employees. Circumstances such as remote work or use of devices at the closing table create opportunities for unauthorized viewing, and so it’s important to be cognizant of these risks.

There are also many electronic locations where NPI may exist. These can include:
· Computers and devices
· Servers
· Email
· Copy machines with internal hard drives 
· Smart printers with internal hard drives or network storage devices 
· Cloud storage (e.g., Google, Dropbox) 
· Backup tapes; online backup services 
· User-provided devices/media (e.g., Employee smart phones, Tablets, USB storage devices)
· And more ….. 

Additionally, NPI can be in the possession of the company’s vendors. These include: 
· Mobile notaries
· Remote Online Notaries
· Mobile closers
· Couriers 
· Online backup 
· Communication vendors
· Artificial Intelligence vendors
· Services or off-site backup tape storage vendors 
· Email service providers 
· Server and website hosts 

Take reasonable steps to select and retain service providers that appropriately safeguard NPI. Make sure your contracts with these service providers require the safeguarding of NPI and timely notice of an incident impacting NPI. 

Considerations
(Note:  FNF has provided the language in italics to help you think through the policies and practices appropriate for your business to meet the ALTA Best Practices requirements. These questions are not exhaustive, and you should develop your own questions to fit your title agency’s needs.)

· Establish and implement a WISP designed to protect the security and confidentiality of NPI and the security of the Company’s information systems. The WISP should include:
· Multi-factor authentication, if available, that requires multiple credentials (factors) for access to systems containing NPI.  
· Which employees should access which systems?  Do all employees need to access every system to perform their job duty?  
· Do all employees with access to systems have a clean background check?
· What type of MFA should my title agency use?  
· How do you protect remote access, and is it different than local access?
See Resources – Background Checks – First Advantage | https://CA.FADV.com/CA/FNF 
See Resources – Background Checks – HireRight | https://hireright.com/fntg
See Resources – Samples and Considerations – Data Classification Standards Considerations 
See Resources – Samples and Considerations – Written Information Security Policy (WISP) Considerations 
See Resources – Samples and Considerations – Information Technology Policy Considerations 

· Password management plan that requires unique login names and system passwords to access systems containing NPI.  System passwords must meet minimum standards which include:
· re-entry of the password after system idling;
· passwords that expire after a certain period of time;
· difficult-to-guess passwords that include a combination of uppercase letters, lowercase letters, special characters, with a minimum length of eight total characters. 
See Resources – Samples and Considerations – Written Information Security Policy (WISP) Considerations
See Resources – Samples and Considerations – Information Technology Policy Considerations 
 
· Timely software updates that require routine updates to systems, software, and code that, when left outdated, can result in data breaches, cyberattacks, exploits, ransomware attacks and other exposure of NPI.
· Does agency software use automatic updates or require manual updates?  If available, will automatic updates be used?  
· If not, who will be appointed to ensure updates are completed or an IT professional is hired to do so?
· Who will monitor patches and security notifications from software providers in your agency?
See Resources – Samples and Considerations – Written Information Security Policy (WISP) Considerations 

· Physical security.  
· Restrict access to the Company’s information systems to only authorized employees and authorized service providers who have undergone Background Checks.
· Which employees need access to what physical hardware and data? 
· Have all employees with access to this physical hardware and data passed a background check?
· Which service providers need access to what physical hardware and data?
· Have all service providers with access to this physical hardware and data passed a background check?
· How will servers and other hardware be secured? 
See Resources – Background Checks – First Advantage | https://CA.FADV.com/CA/FNF 
See Resources – Background Checks – HireRight | https://hireright.com/fntg
See Resources – Security Management – Knight Systems https://www.knightsystems.net/
See Resources – Samples and Considerations – Data Classification Standards Considerations 
See Resources – Samples and Considerations – Written Information Security Policy (WISP) Considerations 
See Resources – Samples and Considerations – Information Technology Policy Considerations 
See Resources – Samples and Considerations – Work from Home Policy

· Prohibit or control the use of removable media.
· Will removable media  be allowed at your title agency?
· If allowed, how will you track what NPI is on the removable media in case of a breach?
· If allowed, what security tools will you rely on to make sure the removable media does not introduce malware or other malicious content to your endpoints or network? 
· If not allowed, do you block USB ports for untrusted devices, or can you disable them?
See Resources – Samples and Considerations – Information Technology Policy Considerations 
See Resources – Samples and Considerations – Acceptable Use Policy Considerations
See Resources – Samples and Considerations – Work from Home Policy

· Control physical access to NPI in physical forms, including cabinets, desks, storage, or other areas where NPI exists in any physical or electronic format to authorized employees and authorized service providers who have undergone Background Checks. 
· Have all employees with access to physical NPI undergone a background check?
· Can the physical NPI be separated from closing rooms and public areas via a locked door?
· Do you have protocols in place to confirm doors, cabinets, desks, and other storage areas are locked when not in use or no one is present?
· Do you have a Clean Desk Policy in your Office?
· Have you considered eliminating access to areas containing NPI for external cleaning services, repair technicians, vendors delivering supplies, services providing file storage or  shredding services, REALTORS®, or other third parties?
See Resources – Background Checks – First Advantage | https://CA.FADV.com/CA/FNF 
See Resources – Background Checks – HireRight | https://hireright.com/fntg
See Resources – Samples and Considerations – Data Classification Standards Considerations 
See Resources – Samples and Considerations – Written Information Security Policy (WISP) Considerations
See Resources – Samples and Considerations – Record Retention & Disposal Plan Considerations 
See Resources – Samples and Considerations – Clean Desk Policy Considerations
See Resources – Samples and Considerations – Acceptable Use Policy Considerations
See Resources – Samples and Considerations – Work from Home Policy Considerations

· Network and cloud security to protect NPI. 
· Maintain and secure access to Company information technology software applications and data stored on physical or virtual equipment at Company location(s), in a data center, in the cloud, or hosted by third-party vendors.
· What are your standards for approving network and cloud services for your title agency?
· Do you have back-ups for all data in the event the third-party vendor has a breach impacting access to the data or the data’s integrity?
· Do you have clear notice provisions and a clear point of contact in the event of a breach of the third-party vendor impacting your business or Consumer NPI?
See Resources – Samples and Considerations – Data Classification Standards Considerations 
See Resources – Samples and Considerations – Written Information Security Policy (WISP) Considerations
See Resources – Samples and Considerations – Information Technology Policy Considerations 
 
· Develop guidelines for the appropriate use of Company information technology.
· Do you have guidelines or checklists for outgoing wires?
· Do you have a Rapid Response Plan for Wire Fraud incidents?
· Who is responsible for developing these guidelines?
· Do you test your procedures with all necessary stakeholders at least annually?
See Resources – Samples and Considerations – Information Technology Policy Considerations 
See Resources – Samples and Considerations – Clean Desk Policy Considerations
See Resources – Samples and Considerations – Acceptable Use Policy Considerations
See Resources – Samples and Considerations – Work from Home Policy Considerations

· Preparedness and Training.
· Establish, and periodically test, a written business continuity and disaster recovery plan outlining procedures to recover and maintain information, business functions, and business processes in the event of a disruption or compromise of systems or facilities, including continuity of operation for Consumer Settlements, and timely notification of parties in case of any delays.
· Have you considered natural disasters such as floods, tornadoes, hurricanes, earthquakes in your business continuity and disaster recovery plan(s)?
· Have you considered accidental disasters such as power outages, fires, sinkholes, vehicle impact into a building?
· Do you have the appropriate insurance to cover these disasters?  Is there additional coverage you need?
· How often do you plan to test your business continuity and disaster recovery plan?
· Who is responsible for drafting and updating your business continuity and disaster recovery plan?
See Resources – Disaster Recovery – Infrascale | https://infrascale.com/
See Resources – Samples and Considerations – Written Information Security Policy (WISP) Considerations
See Resources – Samples and Considerations – Information Technology Policy Considerations 
See Resources – Samples and Considerations – ALTA Incident Response Plan Template

· Establish, and periodically test, a written incident response plan designed to promptly respond to, and recover from, a cybersecurity incident, which includes all the recommendations of the ALTA Cybersecurity Incident Response Plan template.  
· How often do you plan to test your Incident Response Plan?
· Do all stakeholders who would need access to the Incident Response Plan in the event of an incident have an easily accessible copy of the plan? 
· Who is responsible for creating and updating your Incident Response Plan?
See Resources – Samples and Considerations – ALTA Incident Response Plan Template

· Periodically review the Company’s security controls and the Company’s WISP and make appropriate changes to address emerging threats and risks to the Company’s information systems and Nonpublic Information
· How often will you periodically review this information?
· How will you gather information on emerging threats and risks to ensure the appropriate changes are being made?
· How will you provide information internally to your employees on the changes?
See Resources – Samples and Considerations – Written Information Security Policy (WISP) Considerations 

· Establish a training program to guide management and employee compliance with Company’s WISP, and alerts to current and developing cybersecurity threats.
· Who will develop a training program?
· How often should employees meet to discuss the WISP?
· How will employees be notified internally about current and developing cybersecurity threats?
· Do employees acknowledge by signature established policies for your title agencies?
· Do you have an audit process to ensure ongoing compliance and training with the WISP and other guidelines?
· Is there a specific program and training for new hires?
See Resources – Samples and Considerations – Written Information Security Policy (WISP) Considerations 
See Resources – Samples and Considerations – Clean Desk Policy
See Resources – Samples and Considerations – Acceptable Use Policy Considerations
See Resources – Samples and Considerations – Work from Home Policy

· Comply with applicable federal and state laws which may require companies that possess records containing NPI to maintain records securely, to retain records for prescribed time periods, and to dispose of records (physical and electronic) in a manner that protects against unauthorized access to or use of NPI. 
· Have you determined the federal and state data privacy laws applicable to your title agency?
· What are applicable laws regarding record retention?
· What are applicable laws regarding destruction or disposal of NPI?

· What are your procedures to vet any 3rd party provider who will destroy your paper records or system hardware?
See Resources – Samples and Considerations – Data Classification Standards Considerations 
See Resources – Samples and Considerations – Record Retention & Disposal Plan Considerations 

· Select service providers and third-party systems whose information security policies are consistent with Company’s WISP, including but not limited to:
· Independent contractors and service provider employees who have access to NPI in the course of their work. This group of people may include signing professionals, IT consultant employees, outsourcing company employees, and third-party software provider employees.
· What is your process for vetting third-party service providers?
· What data and information security information do you request from a third-party provider?
· Does your contract with the third-party service provider require protection of NPI? 
· Does your contract with the third-party service provider require timely notice in the event of a security or data breach, and does it identify a specific point of contact with your agency to be notified? 
· Does your contract with the third-party service provider provide audit rights to verify adequate privacy and security controls? 
· Do you confirm insurance coverage in the event of a loss due to a third-party provider?
· Do you perform background checks on individual third-party providers?
See Resources – Background Checks – First Advantage | https://CA.FADV.com/CA/FNF 
See Resources – Background Checks – HireRight | https://hireright.com/fntg
See Resources – Samples and Considerations – Vendor Risk Management Plan Considerations 

· Software tools and resources which may have access to NPI or store records containing NPI as part of their setup or operation. These software tools and resources might include third-party software or systems; automated processes for order entry, search, or production; automated or artificial intelligence processes that integrate with other internal or external systems; automated status or communication processes; API data integrations; and software add-ins or plug-ins. 
· What is your process for vetting software?
· Do you confirm insurance coverage in the event of a data breach by the software company?
· How does the software company inform you of a breach?
See Resources – Samples and Considerations – Vendor Risk Management Plan Considerations 

· Other systems which may not be designed to have access to NPI but may inadvertently provide a gateway into Company systems, including, but not limited to, security systems, climate control systems, smart home devices, guest Wi-Fi access, and personal devices occasionally connected to the Company network by employees or guests.  
· What systems connect to your Wi-Fi?
· Is it possible for production and other systems containing NPI to be on a separate Wi-Fi network?
· How do you provide Wi-Fi to consumers, REALTORs®, lenders and other guests? 
·  Is it separate from the network?
See Resources – Samples and Considerations – Written Information Security Policy (WISP) Considerations 

· Establish a privacy policy explaining how data is collected and used and publish it on Company’s website(s) or provide information directly to Consumers in another useable form.
· Do you disclose how you obtain NPI through the closing process, and how it is used?  See section in Sample Privacy Policy called “Personal Information Collected.”
· Does your privacy policy meet all applicable regulatory requirements? 

See Resources – Samples and Considerations – Privacy Policy Considerations
See Resources – Samples and Considerations – Privacy Notice
See Resources – Samples and Considerations – Privacy Notice California

Resources

· Gramm-Leach-Bliley Act, https://www.govinfo.gov/content/pkg/PLAW-106publ102/pdf/PLAW-106publ102.pdf

· NAIC Model Data Privacy Act, https://nationalagency.fnf.com/Portals/0/Resources/BestPractices/MDL-670.pdf?ver=fin3G_QCKDOQksfU_71ydg%3d%3d 

· Resources and Agent Success Tools available through the National Agency Website: https://nationalagency.fnf.com/cybersecurity

· Resources and Materials available through the American Land Title Association: https://www.alta.org/business-tools/information-security.cfm 

· Resources and Materials available through the Federal Bureau of Investigation: https://www.fbi.gov/scams-and-safety/on-the-internet 

· Resources and Free Bulk Materials available through the Consumer Financial Protection Bureau:  https://pueblo.gpo.gov/CFPBPubs/CFPBPubs.php

· FCC’s Small Biz Cyber Planner 2.0 - See attached sample  https://www.fcc.gov/cyberplanner

Training for Employees 
FNF Virtual Education Center | FNF LEAD 
Webcasts, courses, videos and other educational materials

KnowBe4 | https://knowbe4.com/

Background Checks	
First Advantage | https://CA.FADV.com/CA/FNF 
HireRight | https://hireright.com/fntg

Disaster Recovery
Infrascale | https://infrascale.com/

Cyber-Security Insurance  
Riebling Insurance Agency, LLC | https://rieblinginsurance.com/

Document Delivery
YourDox | https://ptghome.com/yourdox.html

Email Encryption
Zix | https://zixcorp.com/

FNF Business Continuity Planning Introductory PowerPoint & Workbooks to “Do It Yourself”
Sample BCP/BDP:  Click this link to document – BCP – Assessment or Checklist 
Sample BCP/BDP:  Click this link to document – BCP - Full Management Plan
Sample BCP/BDP:  Click this link to document – BCP - Departmental Workbook
Sample BCP/BDP:  Click this link to document – BCP – Abbreviated 5 R’s Plan

Security Management
Knight Systems | https://www.knightsystems.net/

Shredding
Shred-It | https://shredit.com/

Samples and Considerations
Cybersecurity Basics
Data Classification Standard Considerations
Written Information Security Policy (WISP) Considerations 
Information Technology Policy Considerations  
Record Retention and Record Disposal Policy Considerations
Privacy Policy Considerations
Privacy Policy Sample
Privacy Policy – California Sample
Clean Desk Policy Considerations
Acceptable Use Policy Considerations
Work from Home Policy Considerations
Vendor Risk Management Plan Considerations
Business Continuity Assessment Tool
ALTA Incident Response Plan















	Your Steps
1. Create and/or adopt written policies/procedures that may include depending upon your agency’s unique needs:
a. Data Classification Standards
b. Written Information Security Plan (minimum requirement) addressing multi-factor authentication, password management, software updates, and physical security
c. Information Technology Policy
d. Record Retention & Record Disposal Policy
e. Privacy Policy
f. Privacy Notices
g. Clean Desk Policy
h. Acceptable Use Policy
i. Work From Home Policy
j. Vendor Risk Management Plan 
k. Business Continuity Assessment Tool
l. Incident  Response Plan
2. Consult with 3rd party experts on computer security, data security and completing annual system testing for external infiltration into your system (testing must be completed by outside company vs. your internal I.T. employees) when developing your policies and procedures.
3. Use the 3rdparty experts to see if your system can be “hacked.” Retain documentation each time you have this testing done.
4. Audit and oversight procedures to ensure compliance with company’s information security program.
5. Audit and oversight procedures to ensure ongoing training and compliance by both employees and vendors, which includes signature acknowledgment of the company policies.
6. Audit and oversight procedures that provide for ongoing testing of your Written Information Security Plan.
7. Determine what non-title or escrow related systems (I.e., heating and cooling or security) potentially have access to NPI through Wi-Fi or other methods.
8. Create and implement education plans within your Company so your employees understand their roles and importance in Data and Information Privacy.






The information provided in this SAMPLE Document is for your reference only and is not intended to represent the only approach to any particular issue. These guidelines should not be construed as legal, financial or business advice, and you should consult legal counsel and subject-matter experts to determine the appropriate policies, procedures and strategies applicable to your office or organization.
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The information provided in this SAMPLE Document is for your reference only and is not intended to represent the only approach to any particular issue. These guidelines should not be construed as legal, financial or business advice, and you should consult legal counsel and subject-matter experts to determine the appropriate policies, procedures and strategies applicable to your office or organization.

Sample – Business Continuity Assessment Considerations

	
PART I: Business Information

	Processes and Procedures

	1
	Locations/branches for each operation.
	

	2
	Departments in each of operations.
	

	3
	
Emergency Evacuation Plan that accounts for all personnel and clearly sets forth procedures to protect life safety in the event of an evacuation, heart attack, bomb threat and other disasters. 

	

	4
	
Disaster Management Program in place, including a Crisis Management plan, Department Recovery workbooks, Emergency Evacuation Plan. 

	

	5
	Disaster Management Program in place that is documented and audited.
	

	6
	
Disaster Management Program in place where documents and operations are tested annually.

	

	7
	
Program in place that allows company to track audit requirements for documentation annually so that you remain in a state of audit readiness.

	

	8
	
Company is prepared if a disaster happens today - company is aware and prepared to the cost in lost opportunity, recovery expenses, penalties and fees.

	

	
PART II: Operational Information

	Processes and Procedures

	9
	
Established a Local Crisis Management Team with predestinated and well-defined rolls and responsibilities and test them annually.

	

	10
	
Documented prioritized recovery strategies for critical departmental processes in the companies and branch operations.

	

	11
	
Company is prepared, both financially and technologically, if the company were to shut down due to an unplanned business outage.  Company has the resources and preparedness to recovery from any short- or long-term loss. 

	

	12
	
Company has a plan in place to alert or contact certain personnel in the event of a disaster, and that list is documented and updated quarterly. 

	

	13
	
Documented procedures for recovering lost or destroyed original documents and forms are in place and are reviewed quarterly since technology is fluid. 

	



	
PART III: Technology Information

	Processes and Procedures

	14
	
Company is prepared for any loss of critical applications and data and is prepared to utilize outside documented resources that would compensate the cost in lost opportunity, recovery expenses, penalties, and fees. 

	

	15
	
Company has a system in place to recover lost data that is stored locally in their office or remotely (cloud or other), and those procedures are clearly documented. 

	

	16
	
Applications are in place for the company’s operation, which the company relies on to perform its business tasks.  Those applications are hosted locally or by a third-party provider. 

	

	17
	Company is prepared for any recovery of lost data. 
	

	18
	
If Company experiences any lost access to all applications, priority has been established to restore applications according to potential revenue loss and Company has established a contingency plan and process. 

	

	19
	
Company has documented procedures to replicate technology infrastructure at an alternate work facility. 

	

	20
	
Company has documented procedures that outline actions to replace telephone systems the event of the loss of  work facility. 

	

	21
	
Applications are accessible outside of the office and how to access them is documented.

	



	
PART IV: Vendor Information

	Processes and Procedures

	22
	
Company is aware and prepared as to the impact of a disaster on any critical vendors and has a plan in place to adjust operational plan. 

	

	23
	Company is aware of what the recovery time capabilities of critical vendors. 
	

	24
	
Company has documented critical vendors’ plans  to ensure  continuity of service to Company. 

	

	25
	Company has an SLA (Service Level Agreement) with all critical vendors. 
	

	26
	
Company has standardized documentation for inquiring about critical vendor's recovery capabilities and time frames. Company has established a comprehensive list of questions and criteria for all service providers. 

	

	27
	
Company has established a contact list of vendors which are prioritized in order of importance in the event of a disaster. 

	






The information provided in this SAMPLE Document is for your reference only and is not intended to represent the only approach to any particular issue. These guidelines should not be construed as legal, financial or business advice, and you should consult legal counsel and subject-matter experts to determine the appropriate policies, procedures and strategies applicable to your office or organization.

Sample – Written Information Security Plan Considerations


	
PART I: Scope and Responsibilities

	Response

	1
	
Who is covered by this plan?  Employees, Third-party vendors, both?

	

	2
	
Who is responsible for developing this plan? Chief Information Security Officer, Owner, Manager, a combination or committee?

	

	3
	
How often shall this plan be reviewed?

	

	
4

	
How will changes to this plan be provided to employees?

	

	 5
	
Who will ensure employee compliance with this plan?

	

	6
	Who will ensure third-party compliance with this plan?
	

	7
	
If an employee has a question about how to comply with this plan, who should the employee contact first?  Manager, Owner, CISO?

	

	8
	
How will the person responsible for this plan confirm employees or new hires have received a copy of the plan? Written acknowledgment with Employee Handbook?  Separate written acknowledgment?

	

	
PART II: Audits and Training

	Response

	9
	
What types of audits for compliance with this policy will be performed?  Internal?  External?  Both?

	

	10
	
If it is an internal audit, who will conduct it for the company and how often should an audit be conducted?

	

	11
	If it is an external audit, who will conduct it for the company and how often should the external audit be conducted?
	

	12
	Who will review the results from the audit to determine if action should be taken? 
	

	13
	
Who will conduct training on results from the audit?  How soon after the results of the audit should training take place?

	

	
PART III:  Assessments

	
Response


	14
	What assessments of Company’s systems should be taken?  IT/Security, Applications (external), Infrastructure?
	

	15
	
Who will conduct these assessments?  Will it be outsourced to a third-party for vulnerability scanning, security/penetration testing, or other security-related assessments?

	

	
PART IV: Protection of Systems

	
Response


	16
	Controlling Access:  Who determines which employees, or third parties have access to what company information and system?
	

	

17
	
Controlling Access:  How will segregation of duties be addressed so only authorized users who need the system or information will have access to the system or information?

	

	18
	Controlling Access:  What are the Company’s password requirements?
	

	
19
	
Controlling Access:  For remote access, how will the Company ensure information is retrieved securely?  VPN? Portal?

	

	PART V:  Data Security
	Response

	20
	
Data Classification: Who will determine the level of data security needed for the data collected, used, stored, and shredded by the company? CISO, Owner, Manager?

	

	21
	
Data Classification: Is the data and systems in which the data resides adequately protected according to the data’s sensitivity? 

	

	22
	
Record Retention: Who will review the Record Retention Policy?  CISO, Owner, Manager?

	

	23
	Record Retention: How often will the Data Record Retention Policy by reviewed?
	

	24
	
Communications:  How will information transmitted electronically between employees be secured?

	

	25
	
Communications:  How will information transmitted electronically between employees and Vendors, or third parties be secured?  Encryption?

	

	26
	
Communications:  How will printed materials be sent to vendors or third parties to ensure privacy?  National carrier?  Opaque, sealed packaging?

	

	27
	
Communications:  How will faxed information be sent confidentially?  Is there a prohibition on sending confidential faxes to non-private entities?

	

	28
	
Communications:  Who ensures that information transmitted employees and vendors complies with the Company’s privacy policy?

	

	29
	
Mobile Devices:  Will the Company allow personal devices to be used for business?

	

	30
	
Mobile Devices:  If the Company allows personal devices, how does it ensure:  Operating system upgrades, access control (password, biometrics, etc.), encryption?

	

	31
	
Mobile Devices:  If an employee is terminated, how does the Company wipe data that may be on a personal device?

	

	32
	
Mobile Devices:  If the Company does not allow personal devices to be used for business, but provides mobile devices, who ensures operating system upgrades, access controls, encryption?

	

	33
	
Mobile Devices:  What are the access controls required for a mobile device?  Password?

	

	34
	
Mobile Devices:  What are the access controls for company applications on a mobile device?

	

	35
	
Mobile Devices:  How often will company retire company-provided mobile devices?

	

	36
	
Mobile Device:  What is the procedure if a mobile device (employee or company owned) is lost or stolen?  (Communication with CISO/Owner/Manager, Bricking, Replacement)

	

	37
	
Physical Protection:  How will the company ensure non-authorized people cannot physically see monitors or devices showing NPI?

	

	
38
	
Physical Protection:  When should devices require a password to be re-entered due to non-use?

	

	39
	
Physical Protection:  Do any communication sharing platforms (Zoom, Teams, Go to Meeting, etc.) automatically end after call length or specified time?

	

	40
	
Physical Protection:  How will NPI information in a physical form (paper, files, surveys) be protected?  Locked cabinets, storage room, closet?

	

	41
	
Physical Protection:  Will a separate Records Retention Policy be developed?  (If no, consider including in WISP.)

	

	42
	
Physical Protection:  Will a separate Clean Desk Policy be developed?  (If not, consider including in WISP.)

	

	43
	
Remote Access:  If a computer or software requires remote access for repair, what security should be in place for authorized use?

	

	44
	
Patch Management:  Who will determine whether a patch to protect systems from malware and other problems is needed?

	

	45
	
Patch Management:  Who will monitor whether patches to protect systems from malware and other problems have been installed?

	

	46
	
Endpoint Protection:  Will the company allow the use of removeable media such as USBs?  (Other removable media includes external hard drive, SD storage, Smart Cards, Mobile SIM cards, etc.)

	

	47
	
Endpoint Protection:  If removable media is used, how will the data be encrypted?

	

	48
	Endpoint Protection:  If removable media is used, how will the device it connects to and network be protected?
	

	49
	
Authentication and Authorization:  Who will determine protocols for authenticating and authorizing employees?

	

	

50
	
Authentication and Authorization:  Who will determine protocols for remote administration?

	

	51
	
Authentication and Authorization:  For remote administration, how will secure channels for transmission of data be established?

	

	52
	
Authentication and Administration:  Will a separate remote employee policy be developed?  (If not, consider including in WISP.)

	

	53
	
Authentication and Administration:  What type of Multi-factor Authentication will be used on systems?

	

	54
	
Wireless Networks:  Who will determine what systems or devices may access the wireless network?  CISO, Owner, Manager?

	

	55
	
Wireless Networks:  Who will confirm only authorized systems or devices are connected to the wireless network?

	

	56
	
Wireless Network:  Will a separate wireless network be created for guests and systems such as security and HVAC, so NPI is not exposed?  If not, how will systems with NPI be protected?

	

	57
	
Internet Connectivity:  Who will monitor information moving between company systems and non-company systems via the Internet?  CISO, Owner, Manager?

	

	58
	
Internet Connectivity:  How will connections be proxied, inspected, and logged to monitor information?  How will these connections be filtered so that inappropriate content is blocked?

	

	59
	
Internet Connectivity:  How will company confirm all internet traffic goes through inspected and approved internet egress and ingress points?

	

	60
	
Internet Connectivity:  If the company uses its website to collect information from the public, how will the incoming information be separated to protect company systems from malicious traffic?

	

	61
	
Internet Connectivity:  What type of firewall will be used to protect the systems?

	

	62
	
Disaster Recovery:  Will a separate disaster recovery plan be created?  (If not, consider including in WISP.)

	

	63
	Disastery Recovery:  How will company be advised of security incidents?
	

	64
	
Disaster Recovery:  How will company log incidents?  Who will be responsible for reviewing the log?

	

	65
	
Security Incidents:  What constitutes a security incident?  Loss/theft of computer, mobile device, separate hard drive or off-site storage, malicious code, network penetration, and/or compromise of NPI?

	

	66
	
Security Incidents:  What is the company plan for a security event?  Who should be notified first?  (CISO, Owner, Manager)

	

	67
	
Security Incidents:  Who will control what is shared or communicated within the company and outside the company?  (CISO, Owner, Manager)

	

	68
	
Security Incidents:  In the event individuals, consumers, or clients must be informed of the security event, who will be in charge of the notification drafting and dissemination?  (CISO, Owner, Manager, Counsel/Attorney)

	

	69
	
Security Incident:  Who will be tasked with determining what caused the security event and training of employees to prevent similar incident in the future?

	













	REVISION #
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The information provided in this SAMPLE Document is for your reference only and is not intended to represent the only approach to any particular issue. These guidelines should not be construed as legal, financial or business advice, and you should consult legal counsel and subject-matter experts to determine the appropriate policies, procedures and strategies applicable to your office or organization.
Sample – Data Classification Considerations
Data Classification Process
Data classification is a process to identify pre-defined data classification categories and then identify the data collected by the company to assign it a category.  This assists the company in determining how to protect data using the company’s WISP and other policies. Consider data classifications based on the sensitivity of the data and any legal, regulatory or contractual commitments that dictate a certain level of protection of data types. For example, a company may classify as “public” any data that is available to the public from government records or publicly-facing sources, and it may classify as “sensitive” any data that is not otherwise available to the public. A company may want to designate a separate data classification for types of data for which access within the company, or sharing of this data, should be restricted. For example, sensitive consumer NPI like SSN, driver’s license numbers, financial account information and highly sensitive company data should be subject to the company’s most stringent protections. 
Classification Matrix 
	Category
	Data Element
	Description
	Classification

	Individual – Demographic
	Address (Common or Mailing)
	
	Sensitive

	Individual – Demographic
	Social Security Number
	
	Restricted

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	





The information provided in this SAMPLE Policy Document is for your reference only and is not intended to represent the only approach to any particular issue. These guidelines should not be construed as legal, financial or business advice, and you should consult legal counsel and subject-matter experts to determine the appropriate policies, procedures and strategies applicable to your office or organization.

Sample - Information Technology Policy Considerations

	
PART I: Scope and Responsibilities

	Response

	1
	
Who is covered by this policy – Employees, Third-party vendors, both?

	

	2
	
Who is responsible for developing this policy? Chief Information Security Officer (CISO), Owner, Manager, a combination or committee?

	

	3
	
How often shall this policy be reviewed?

	

	
4

	
How will changes to this policy be provided to employees?

	

	 5
	
Who will ensure employee compliance with this policy

	

	6
	Who will ensure third-party compliance with this policy?
	

	7
	
If an employee has a question about how to comply with this policy, who should the employee contact first?  Manager, Owner, CISO?

	

	8
	
How will the person responsible for this plan confirm employees or new hires have received a copy of the policy? Written acknowledgment with Employee Handbook?  Separate written acknowledgment?

	

	
PART II: Technology Systems Planning

	Response

	9
	
Who will determine what technology systems are needed for the company?  (CISO, Owner, Manager)

	

	10
	
Will a separate person maintain the physical security of systems, including but not limited to server and network rooms?  If so, who?

	

	11
	
How will the technology systems and needed applications be documented to ensure physical tracking, capacity, information security, and application licensing?  Asset Inventory? Serial Number log?  Application Catalog? Licensing Log?

	

	12
	
How will technology be maintained?  Hardware maintenance agreement with third-party?

	

	13
	How will the acquisition of new systems or applications be approved?  
	

	14
	
How will physical assets be disposed of?  (If company develops a separate Records Retention and Information Management Policy, it can be referred to here.)

	

	15
	
How often will systems and applications be reviewed to determine whether they should be retired, updated, or disposed of?

	

	Part III:  Availability and Change Management
	
Response


	
16

	
Who will confirm systems, network, and applications are available for use daily? 

	

	17
	
Who is responsible for any changes to systems, network, or applications?  (CISO, Owner, Manager)

	

	18
	
What are the criteria for the usefulness of an application?  Or how will it be determined when an application should be retired?

	

	19
	
Before deployment of new applications, how will employees using the applications be notified?  How soon before a new application is deployed should this notification be sent?

	

	20
	When will a review of a new application’s usefulness be conducted?  
	

	21
	
Is a rollback plan in the event a new application’s use needs to be discontinued required?

	

	22
	

If an employee would like to propose a systems or application change, to whom should the request be sent?  (CISO, Owner, Manager)

	

	Part IV:  Systems Testing
	
Response


	23
	Who will test systems?  (CISO, Owner, Manager, outside third party)
	

	24
	What will be tested?  Usefulness of applications, penetrating of systems, responses to cyber security breach?
	

	25
	How will incident response plan be tested?
	

	
Part V:  Incident and Problem Management

	Response

	26
	
In the event of interruption of systems or application, who will be the point person for incident management?  (CISO, Owner, Manager)

	

	27
	How will systems or applications interruptions be logged?
	

	28
	
How will systems or application interruptions be shared within the company?

	

	29
	
How will systems or application interruptions be categorized to determine appropriate level of response needed to continue operations of company?

	

	30
	
How often will logs be reviewed to determine if there is a pattern that should be addressed to minimize downtime of operations?

	

	31
	How will root cause of the problem and potential solutions be identified?
	

	32
	
For all applications, how is data backed up and recovered in the event of an incident?

	

	33
	
For all applications, what information is collected and stored by the application?

	

	34
	
For company data, what data must be backed up to restore operations in case of an event?

	

	35
	Where will company data be kept off-site?
	

	36
	
If backup data is not in the cloud, how will security of off-site data be handled?

	

	Part VI:  Application Types
	Response

	37
	
What type of anti-malware software does the company use?  Does it update daily?  Does it scan files on removeable media?

	

	38
	
Does the company allow endpoints (data sticks/thumb drives)?  If not, what type of endpoint detection and response software is used?

	

	39
	What type of firewall is used by company?
	

	40
	
What type of encryption is used between employees and between employees and outside contacts?
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The information provided in this SAMPLE Policy Document is for your reference only and is not intended to represent the only approach to any particular issue. These guidelines should not be construed as legal, financial or business advice, and you should consult legal counsel and subject-matter experts to determine the appropriate policies, procedures and strategies applicable to your office or organization.

Sample – Record Retention and Record Disposal Policy Considerations


	
PART I: Scope and Responsibilities

	Response

	1
	
Who is covered by this policy? Employees, Third-party vendors, both?

	

	2
	
Who is responsible for developing this policy? Chief Information Security Officer (CISO), Owner, Manager, a combination or committee?

	

	3
	
How often shall this policy be reviewed?

	

	
4

	
How will changes to this policy be provided to employees?

	

	 5
	
Who will ensure employee compliance with this policy

	

	6
	Who will ensure third-party compliance with this policy?
	

	7
	
If an employee has a question about how to comply with this policy, who should the employee contact first?  Manager, Owner, CISO?

	

	8
	
How will the person responsible for this plan confirm employees or new hires have received a copy of the policy? Written acknowledgment with Employee Handbook?  Separate written acknowledgment?

	

	
PART II: Retention of Records

	Response

	9
	
Who is responsible for the retention of records at the company?  

	

	10
	
How will notifications about changes to this policy be sent to employees and third parties?

	

	11
	
If an employee leaves the company, what steps will be taken to ensure records are retained?

	

	12
	
If a third-party contractor is no longer used, what steps will be taken to retrieve any company records?

	

	
PART III:  Retiring Records, Media, Electronic Records

	Response

	13
	
Who is responsible for the retiring of records, media, and electronic records?

	

	14
	
Paper: How will it be determined when paper records may be retired?  State law, IRS, Underwriter requirements consulted?

	

	15
	
Paper: What are paper documents at the company and when should they be retired?

	

	16
	
Paper: How will retirement be documented for paper records?  Will there be an inventory of what was retired?

	

	17
	Paper: Will all paper documents be shredded and recycled?  
	

	18
	
Paper: What outside vendor will be used for shredding?  (Note:  If there is no separate vendor policy, what requirements should be met for a shredding vendor?)

	

	19
	
Media/Electronic Records: How will it be determined when storage, media, or an electronic device storing records must be destroyed or wiped clean?

	

	20
	
Media/Electronic Records: What storage, media, or electronic device storing records are used by the company and when should they be destroyed or wiped clean?

	

	21
	
Media/Electronic Records: How will retirement of media//electronic records be documented?  Will there be an inventory of what was retired?

	

	22
	
Media/Electronic Records:  What outside vendor will be used to destroy or wipe clean media/electronic records?  (Note:  If there is no separate vendor policy, what requirements should be met for this vendor?)

	

	23
	Email:  How will it be determined when email should be destroyed?
	

	24
	
Email:  How long must email be kept?  Is there a process for retaining email required for a consumer file?

	

	25
	
Instant Messaging:  How will it be determined how long instant messages should be kept?

	

	26
	
Instant Messaging:  How long must an instant message be kept?  Is there a separate process for retaining instant messages required for a consumer file?

	

	
PART IV: Audits and Training

	Response

	27
	
What types of audits for compliance with this policy will be performed?  Internal?  

	

	28
	
Who will conduct it for the company and how often should an audit be conducted?

	

	29
	Who will review the results from the audit to determine if action should be taken? 
	

	30
	
Who will conduct training on results from the audit?  How soon after the results of the audit should training take place?
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Sample – Privacy Policy Considerations


	
PART I: Scope and Responsibilities

	Response

	1
	
Who is covered by this policy? Employees, Third-party vendors, both?

	

	2
	
Who is responsible for developing this policy? Chief Information Security Officer (CISO), Owner, Manager, a combination or committee?

	

	3
	
How often shall this policy be reviewed?

	

	
4

	
How will changes to this policy be provided to employees?

	

	 5
	
Who will ensure employee compliance with this policy

	

	6
	Who will ensure third-party compliance with this policy?
	

	7
	
If an employee has a question about how to comply with this policy, who should the employee contact first?  Manager, Owner, CISO?

	

	8
	
How will the person responsible for this plan confirm employees or new hires have received a copy of the policy? Written acknowledgment with Employee Handbook?  Separate written acknowledgment?

	

	
PART II: Privacy Notice

	Response

	9
	
Who is responsible for drafting the company’s privacy notice? 

	

	10
	
How often will the privacy notice be reviewed?  (Annually?)

	

	11
	
Does the company also need a California privacy notice?  If so, who is responsible for drafting it?

	

	12
	How often will the California privacy notice be updated?  (Annually?)
	

	13
	
When should the general privacy notice be provided?  Before collection of information or establishment of a relationship?

	

	14
	
When should the California privacy notice be provided?  At the time of or before collecting personal information?

	

	15
	
How will the consumer be informed of the opportunity to opt out of information sharing for marketing purposes?  The privacy notice?

	

	
PART III:  Information Collected by Company

	Response

	16
	
Will the only information collected be that information that is necessary to conduct the business of the company?

	

	17
	
If in California, and not otherwise subject to an exemption, will the only information collected be that which is contained in the Notice at Collection within the California Privacy Policy?

	

	18
	
Security:  Will the collection of information always be by secured means?  If so, what are those secured means?  Encrypted email?  Encrypted portal?

	

	19
	
Security:  Will the storage of information only be on the company’s approved equipment and storage devices?

	

	20
	
Security:  If an employee receives information insecurely, what steps should be taken to secure it?

	

	21
	
Security:  Does the company have a Work-from-Home or Telecommuter policy?  (If not and there are remote workers, include policies to secure data used by these employees).

	

	22
	
Security:  If physical information is not being used by an employee, where should it be?  Locked drawer?  Locked storage facility?

	

	


23
	
Security:  Can physical information be removed from the office?  If it is for a closing, what are the procedures to secure the information and who approves the employee to do this?

	

	24
	
Access:  How is it determined who can access information?  Is access limited to only those employees that need access?

	

	25
	
Access:  When an information be shared between employees?  Is it only shared when necessary for an employee to conduct his or her job?

	

	26
	
Access:  Does the access by company employees or third parties comply with the privacy notice supplied to the consumer?

	

	27
	
Use and Consent in California:  If the information needs to be used differently than as stated in the California privacy notice, who (CISO, Owner, Manager) should be contacted by the employee and what steps must be taken to ensure compliance?

	

	28
	
Use and Consent in California:  If information is going to be used for a different purpose than as stated in the California privacy notice, how will the company document a separate notice with the updated usage was sent and the individual consented?

	

	29
	
Sharing:  If information is shared with a third party, it must be in compliance with the Privacy Notice.  How will the consumer be notified, and the proper consent obtained?

	

	30
	
Opt-out:  If a person has opted out from sharing information for marketing purposes, the company will use this process to ensure the information is not supplied:

	

	31
	
Disposal:  Has the company created Record Retention and Record Disposal policy?  If so, it should be referred to here.  If not include requirements here.

	

	32
	
Protection:  Has the Company created a Clean Desk Policy?  If so, refer to it here.  If not include requirements here.

	

	33
	
Correction:  If the Privacy Notice contains a provision allowing a person to correct their information, who should the employee contact (CISO, Owner, Manager) to correct the information?

	

	34
	
Correction:  If the information will not be corrected, the consumer shall be contacted by whom?  CISO, Owner, Manager, Employee?

	

	35
	
Privacy Incident:  Is there an Incident Response Procedure for the company?  If no, what should the employee do in the case of a privacy incident besides contacting the (CISO, Owner, Manager)?

	

	
PART IV: Audits and Training

	Response

	36
	
What types of audits for compliance with this policy will be performed?  Internal?  

	

	37
	
Who will conduct it for the company and how often should an audit be conducted?

	

	38
	Who will review the results from the audit to determine if action should be taken? 
	

	39
	
Who will conduct training on results from the audit?  How soon after the results of the audit should training take place?
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Sample – Privacy Notice Considerations

	
PART I: Scope and Responsibilities

	Response

	
1

	
Who should receive this Privacy Notice?

	

	2
	
When will this Privacy Notice be sent?
	

	3
	
Who is responsible for developing this privacy notice? Chief Information Security Officer (CISO), Owner, Manager, a combination or committee?

	

	4
	
How often shall this notice be reviewed?

	

	5
	
How will changes to this notice be provided to employees?

	

	6
	
Who will ensure employee compliance with sending this notice to consumers?

	

	
PART II: Privacy Notice Contents

	Response

	
7
	
What information does the company collect from consumers?

	

	8
	Where is the information collected from?

	

	
9
	
How is personal information used by the Company?
	

	10
	When is personal information disclosed?
	

	11
	How is information secured?
	

	12
	How can a consumer opt out from sharing personal information?
	

	13
	
Will information be collected from children?  If so, will permission be obtained from a parent or guardian first?

	

	14
	
Who should be contacted at the company if a consumer wants to change data that has been collected about them?

	

	PART III:  Website Considerations
	
Response


	15
	
If the company has a website, what will be collected if a consumer browses it?

	

	

16
	
Will the company be sending cookies or other online trackers to the website user’s browser  or otherwise imbedding tracking tools on its website that warrants disclosure or consent?

	

	17
	
Will there be links to other sites on the company’s websites? If so, has the company considered the privacy practices of the linked website or whether it is in a position to disclaim responsibility for those practices? 
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Sample – Clean Desk Policy Considerations
	
	
PART I: Scope and Responsibilities

	Response

	1
	
Who is covered by this policy? Employees, Third-party vendors, both?

	

	2
	
Who is responsible for developing this policy? Chief Information Security Officer (CISO), Owner, Manager, a combination or committee?

	

	3
	
How often shall this policy be reviewed?

	

	
4

	
How will changes to this policy be provided to employees?

	

	 5
	
Who will ensure employee compliance with this policy

	

	6
	Who will ensure third-party compliance with this policy?
	

	7
	
If an employee has a question about how to comply with this policy, who should the employee contact first?  Manager, Owner, CISO?

	

	8
	
How will the person responsible for this plan confirm employees or new hires have received a copy of the policy? Written acknowledgment with Employee Handbook?  Separate written acknowledgment?

	

	
PART II: Audits and Training

	Response

	9
	
What types of audits for compliance with this policy will be performed?  Internal?  

	

	10
	
Who will conduct it for the company and how often should an audit be conducted?

	

	11
	
Who will review the results from the audit to determine if action should be taken? 

	

	12
	
Who will conduct training on results from the audit?  How soon after the results of the audit should training take place?

	

	
PART III:  Clean Desk Items

	Yes
	No

	13
	Does an employee’s desk have to be cleared off at the end of the day?
	
	

	14
	Should non-essential items be stored when not in use?
	
	

	15
	
Do all files have to be returned to file cabinets before an employee leaves for the day?

	
	

	16
	
Do files containing NPI have to be placed in a locked filed cabinet or room at the endo of the day?

	
	

	17
	
Do employers have to check files in and out from file cabinets and/or storage rooms?

	
	

	18
	
Should all employees help to maintain common work areas neatly and to aid in ensuring all files not being used are returned to locked storage areas?

	
	

	19
	Are all file cabinets and storage area locked at the end of the day?
	
	

	20
	
Can handwritten notes be displayed with sensitive information such as User IDs, passwords, account numbers?

	
	

	21
	
Are employees required to lock computers when they leave their workstations?

	
	

	22
	
Are employees required to shut down their computers at the end of the day?

	
	

	23
	
When a workstation is not in use, should an employee secure portable electronic or storage devices (if allowed by the company)?

	
	

	24
	
Are employees allowed to download or use personal applications on their computers?

	
	

	25
	Will a guest log be used by the company?
	
	

	26
	Will guests be issued visitor passes after showing a government issued picture IDs?
	
	

	27
	Will guests be required to wear visitor passes in highly visible locations?
	
	

	28
	Will guests be escorted by a company employee when at the office?
	
	

	29
	
Who will ensure all guests, including delivery services and vendors, have signed out at the end of the day?
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Sample – Acceptable Use Policy Considerations

	
PART I: Scope and Responsibilities

	Response

	1
	
Who is covered by this policy? Employees, Third-party vendors, both?

	

	2
	
Who is responsible for developing this policy? Chief Information Security Officer (CISO), Owner, Manager, a combination or committee?

	

	3
	
How often shall this policy be reviewed?

	

	
4

	
How will changes to this policy be provided to employees?

	

	 5
	
Who will ensure employee compliance with this policy

	

	6
	Who will ensure third-party compliance with this policy?
	

	7
	
If an employee has a question about how to comply with this policy, who should the employee contact first?  Manager, Owner, CISO?

	

	8
	
How will the person responsible for this plan confirm employees or new hires have received a copy of the policy? Written acknowledgment with Employee Handbook?  Separate written acknowledgment?

	

	
PART II: Audits and Training

	Response

	9
	
What types of audits for compliance with this policy will be performed?  Internal?  

	

	10
	
Who will conduct it for the company and how often should an audit be conducted?

	

	11
	
Who will review the results from the audit to determine if action should be taken? 

	

	12
	
Who will conduct training on results from the audit?  How soon after the results of the audit should training take place?

	

	PART III:  Non-Acceptable Uses
	Yes
	No

	13
	
Are users allowed to remove, copy, or share company data in an unauthorized manner (i.e., not as a party of his or her job)?

	
	

	14
	
Are users allowed to use unapproved storage solutions (i.e., Dropbox, Google Drive unless approved previously by company)?

	
	

	15
	
Should employees have an expectation of privacy when using a company owned asset?

	
	

	
	Does your acceptable use policy account for…
	Yes
	No

	16
	
A user accessing data, a server, or accounts for any purpose outside of the user’s regular work responsibilities?

	
	

	17
	
A user sharing a password or allow others to use his or her password?

	
	

	18
	
An employee violating copyrights, trade secrets, patents or other intellectual property that may be pirating software, music, or movies?

	
	

	19
	
Employees intentionally introducing malicious programs to the network such as viruses, worms, Trojan horses, etc.)?

	
	

	20
	
Employees conducting their own network monitoring or security scanning beyond the company’s monitoring protocols?

	
	

	21
	Employees circumventing authentication protocols?
	
	

	22
	Employees installing gaming software on his or her computer?
	
	

	23
	
Employees granting remote access to an unapproved person or vendor?

	
	

	24
	
Employees using a personal email or personal storage account for official company business?

	
	

	25
	An employee forwarding a work-related to email to a personal account?
	
	

	26
	Can an employee use a computer for personal use?
	
	

	27
	
Is an employee has a question about what personal use is allowed, who should the employee contact?
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Sample – Work from Home Policy Considerations

	
PART I: Scope and Responsibilities

	Response

	1
	
Who is covered by this policy? 

	

	2
	
Who is responsible for developing this policy? Chief Information Security Officer (CISO), Owner, Manager, a combination or committee?

	

	3
	
How often shall this policy be reviewed?

	

	
4

	
How will changes to this policy be provided to employees?

	

	 5
	
Who will ensure employee compliance with this policy

	

	6
	
If an employee has a question about how to comply with this policy, who should the employee contact first?  Manager, Owner, CISO?

	

	7
	
How will the person responsible for this plan confirm employees or new hires have received a copy of the policy? Written acknowledgment with Employee Handbook?  Separate written acknowledgment?

	

	
PART II: Audits and Training

	Response

	8
	
What types of audits for compliance with this policy will be performed?  Internal?  

	

	9
	
Who will conduct it for the company and how often should an audit be conducted?

	

	10
	
Who will review the results from the audit to determine if action should be taken? 

	

	11
	
Who will conduct training on results from the audit?  How soon after the results of the audit should training take place?

	

	
PART III:  Eligibility for Work from Home

	Response

	12
	
Who will determine which employees may work from home?  (Owner, Manager)

	

	13
	
What will be the qualifications of the job that allow for an employee to work from home?

	

	14
	
What will be the performance metrics for a work for home employee?

	

	15
	
How will company document work from home hours of work and expectations for required breaks and lunches?

	

	16
	
What security and privacy training will be completed before the employee may work from home?

	

	
PART IV:  Work from Home Environment

	Response

	17
	
How will management ensure compliance with Clean Desk Policy, Privacy Policy, WISP, Acceptable Use Policy, and Records Retention and Information Management Policy/

	

	18
	
Is the employee required to:
(a) Have a separate office?
(b) Have a locked desk or drawer for company equipment?
(c) Shield all screens from family members and guests?
(d) Prevent family members and guests from using company equipment?
(e) Not share passwords with anyone?
(f) Only use network printers?  Or only print at office for later retrieval?
(g) Provide a separate internet connection?
(h) Not use public Wi-Fi?
(i) Only work from home (i.e., no public spaces)?
(j) Only use company supplied equipment for work?
(k) Turn off any device such as Siri, Alexa, etc. that could be used for audio recordings of NPI?


	

	
PART V:  Company Equipment

	Response

	19
	What equipment will be provided for Work From Home employees?
	

	20
	
Will the company pay for internet connectivity?  Who will approve the expense?

	

	21
	
If a work from home employee must take extended time off (either planned or unplanned, what will be the protocol for securing equipment and data?  How will the materials gathered be documented?

	

	22
	
If a work from home employee is terminated, what will be the protocol for securing equipment and data?  How will the materials gathered be documented?
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Sample – Vendor Risk Management Policy Considerations

	
PART I: Scope and Responsibilities

	Response

	1
	
Who is responsible for developing this policy? Chief Information Security Officer (CISO), Owner, Manager, a combination or committee?

	

	2
	
How often shall this policy be reviewed?

	

	
3

	
How will changes to this policy be provided to employees?

	

	 4
	
Who will ensure employee compliance with this policy

	

	5
	
If an employee has a question about how to comply with this policy, who should the employee contact first?  Manager, Owner, CISO?

	

	
PART II: Audits and Training

	Response

	8
	
What types of audits for compliance with this policy will be performed?  Internal?  

	

	9
	
Who will conduct it for the company and how often should an audit be conducted?

	

	10
	
Who will review the results from the audit to determine if action should be taken? 

	

	11
	



Who will conduct training on results from the audit?  How soon after the results of the audit should training take place?



	

	
Part III: Onboarding Due Diligence

	Response

	12
	Who is responsible for vetting vendors and due diligence?
	

	13
	
Needs vs. wants: How does the company determine when there is a need for a vendor?  What questions should be asked?
(a) Does the company really need this service?
(b) What are the benefits of this service?
(c) Is it for an internal process?
(d) Is it to grow the company?
(e) Is it to improve security posture?

	

	14
	
Needs vs. wants: Once the cost is determined, who does a cost benefit analysis to determine whether the vendor should be used?  Who makes the ultimate decision?

	

	15
	
References: Will references be contacted that are supplied by vendor?  Is the vendor an FNF Solution Partner?

	

	16
	References:  Is the vendor an FNF Solution Partner?
	

	17
	
References:  Will the Dun & Bradstreet report be gathered to review business credit and other trade information?

	

	18
	
Complaints: Is there any reputational risk associated with using this company? Have there been complaints about this Company to the BBB?

	

	19
	
Security/NPI: If the vendor is related to security or will house NPI data, how will company ensure initial compliance with company’s security policies?

	

	
20

	
Security/NPI:  What documents will be collected initially?  Security Audit? SOC reports?

	

	21
	
Security/NPI:  Who will review the security documents to ensure they meet company standards?  (CISO, Owner, Manager, Third-party)

	

	22
	
Legal Review:  Will any contracts be reviewed by outside or internal counsel?

	

	23
	Legal Review:  Will there be any RESPA concerns with using this vendor?
	

	24
	Tax ID#:  Does the vendor have a valid Tax ID Number?
	

	25
	
Security/Data Breach:  If the vendor is part of the company’s cybersecurity strategy or will house NPI for the company, what are the vendor’s procedures if there is a cybersecurity or data breach?  Do these procedures align with the company’s procedures?

	

	
Part IV:  Ongoing Vendor Management

	Response

	26
	
Who is responsible for reviewing vendor compliance after the company starts to use the vendor’s services?

	

	27
	
How often should company vendors be audited for compliance with company procedures?

	

	28
	
How often should company vendors be reviewed to determine whether the vendor is still needed or worth the expense?

	

	29
	
Should audits of vendors be done on-site?  Does it matter whether the vendor is part of the cybersecurity plan or houses NPI?

	

	30
	
If the vendor is terminated, who will be responsible for the communications to the vendor?

	

	31
	
If the vendor is terminated, how will company ensure all NPI is retrieved and protected?  How will this be documented?
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The information provided in this SAMPLE Policy Document is for your reference only and is not intended to represent the only approach to any particular issue. These guidelines should not be construed as legal, financial or business advice, and you should consult legal counsel and subject-matter experts to determine the appropriate policies, procedures and strategies applicable to your office or organization.

ALTA Cybersecurity Incident Response Plan Template

Step 1: Preparation
Consider the following opportunities to prepare your company before an incident occurs:
1. Create a complete IT Cyber System Overview of your company’s IT blueprint/architecture showing connectivity to understand all of the assets which could be at risk (e.g., in-house hardware, software, and data; phone system; online and cloud-based software and data; mobile devices; remote workforce)
2. Create a complete IT Personnel Overview for your company to document who is responsible for each of the various components of the computer systems (e.g., title production systems, email/messaging systems, network security) whether they be employees, consultants, or a Managed Service Provider (MSP)
3. Conduct a Business Impact Analysis to determine how a loss of access to hardware, software, or data for each system would impact everyday business
4. Establish a Business Continuity Plan to recover your daily business operations effectively after a limited-impact event (e.g., virus contained to one computer; power outage at a branch office; compromised system, device, or account)
5. Contact your insurance carrier(s) to determine if Cyber Insurance Coverage is in place or available to cover one or more types of potential cyber incidents and any requirements for an incident to be covered by the policy
6. Contact your attorney to identify requirements, draft notifications, and be prepared to distribute those notifications as documented in your company’s Breach Notification and Reporting Requirements as applicable to the jurisdiction(s) where you do business or where your clients and customers reside[footnoteRef:2] [2:  See also: CSR Data Breach Reporting: https://urisq.com/privacy-regulations/ 
See also: https://www.perkinscoie.com/images/content/2/4/246420/Security-Breach-Notification-Law-Chart-Sept-2021.pdf  ] 

7. Establish a Disaster Recovery Plan to recover from a catastrophic event (e.g., ransomware attack, network breach, email compromise, natural disaster affecting entire operation)
8. Establish Roles & Responsibilities for key functions in response to a cybersecurity incident (e.g., person responsible for coordinating response, talking with legal counsel, cyber insurance carrier, talking with customers, talking with media, talking with regulatory agencies, talking with law enforcement)
9. Create a Crisis Communication Plan, including:
· Contact information for internal and external stakeholders
· Prewritten communications for internal and external stakeholders
· Strategy for maintaining confidentiality and privileged communications

Step 2: Analysis and Detection
1. Monitor critical systems and alerts as defined in the IT Cyber System Overview (e.g., logon failure/success, firewall logs, computer logs)
2. Ensure alerts are monitored in accordance with your Business Impact Analysis
· Refer to IT Personnel Overview to help monitor systems for alerts.
· Refer to Roles & Responsibilities and Crisis Communication Plan for reporting and escalation processes.
3. If an incident is detected, determine if the scenario is a limited-impact event or a catastrophic event

Step 3: Containment, Eradication, and Recovery
1. Containment strategies are designed to remove active attackers from your network and contain a cyber incident (e.g., isolating the affected devices, system, or network; resetting passwords; disabling accounts)
2. Eradication strategies are designed to remove the threat or vulnerability before restoring operations to full functionality (e.g., remove unauthorized access; consider disconnecting backup process to maintain quality backup; clean the affected machine(s) or device(s); rebuild machine(s) as needed; consider removing all access for specific users)
3. Recovery strategies are designed to restore systems back to normal operations as documented by a Disaster Recovery Plan and Business Continuity Plan

Step 4: Lessons Learned & Post-Event Activity
1. Documentation of Incident
· Document incident and resolution including lessons learned and any changes made.
· Report to proper stakeholders as reflected in Breach Notification and Reporting Requirements
2. What did we learn?
· What went well?
· What went poorly?
· Did we maintain confidentiality and privilege during the incident and response?
3. What actions should we take?
· Review policies
· Review/update processes (e.g., password strength and updates; user and security access levels; periodic testing of backup restoration; data retention)
· Review/update technology for additional features, potential upgrades, or replacement (e.g., software, hardware, services)
· Review Roles & Responsibilities for adjustments (e.g., business, technology, third-party consulting assistance)
· Review insurance coverage 
· Consider additional staff training



NOTE:  This information is for your reference only and is not intended to represent the only approach to any particular issue. These guidelines should not be construed as legal, financial or business advice. We recommend you consult your legal counsel and subject-matter experts to determine appropriate policies, procedures and strategies applicable to your office or organization. For more information about the ALTA Best Practices, please visit www.alta.org.
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Cyber Security Basics - How to Protect your Business 
 



1. Secure your business’s computer network and your data. 
a. Prohibit access to web-based personal email on your network 
b. Prohibit the use of removable devices like flash drives 
c. Prohibit access to personal Social Media sites on your network 
d. Create a Whitelist of trusted web sites used in your business 
e. Encrypt your email or use a Secure Portal to exchange sensitive data and documents.  



 
2. Protect email with filtering tools and employee phishing training.   



a. Leverage all available email filtering tools for filtering malicious emails from reaching 
user inboxes.  



b. Regularly educate and train your employees to spot and immediately report phishing 
emails and not to open or click on links within suspicious emails.  
 



3. Manage vulnerabilities and patch regularly.  
a. Keep all systems on the latest, fully support operating system(s) 
b. maintain up-to-date anti-virus/anti-malware programs on computing systems, with 



signatures updated on a regular basis. 
c. Regularly scan all systems and computing devices (desktops, laptops, phones, tablets, 



servers, network devices, printers, etc.) for vulnerabilities and patch them 
appropriately. 



d. Scan applications vulnerabilities and remediate timely and appropriately. 
e. Don’t forget your mobile devices! 



 
4. Use Multi-Factor Authentication (“MFA”) to protect user accounts. MFA can keep hackers out of 



your network and limit in-network movement.  
a. Enable Multi-Factor Authentication for email  
b. Enable Multi-Factor Authentication for systems that have sensitive information 
c. Enable Multi-Factor Authentication for users that have administrative or privileged 



access to systems 
d. Enable Multi-Factor Authentication for systems that are remote access to the network 



and all externally exposed systems  
 



5. Manage passwords.  
a. Use strong passwords for all systems and user accounts.  
b. Require passwords of at least 16 characters for all privileged user accounts, and prohibit 



commonly used passwords.  
c. Avoid use of shared credentials for system or application access. Each user should have 



their own log-in credentials and should never share them with each other.  
d. Terminate computer access and disable credentials for employees that leave the 



company immediately.  



 











6. Encrypt sensitive and Customer Information data at rest and in use. 
 



7. Disable Remote Desktop Protocol access to your network from the internet.  
 



8. Manage privileged access.  
a. Implement the principle of least privileged access - your employees should only be able 



to access the applications and systems needed to fulfill their job roles.  
b. Maintain a list of all privileged accounts and regularly review to confirm privileged 



access is still needed.  
 



9. Monitor and respond to changes in your network.  
a. Monitor your network for intruders and respond to alerts of suspicious activity.  



 
10. Develop a Business Continuity Plan. 



a. Create and maintain a business continuity plan that addresses business resilience and 
recovery from cyber-attacks and other threats.  



b. Regularly test the plan.  
 



11. Maintain, test and segregate backups.   
a. Maintain comprehensive, segregated backups of your systems and data that will allow 



for recovery in the event of a ransomware attack.  
b. Test backups on a regular basis.  



 
12. Create an Incident Response Plan.  



a. Prepare an incident response plan that addresses ransomware attacks in addition to 
other potential incidents. Practice and update this plan regularly.  



b. Have a crisis communications plan, along with contact information for key contacts, to 
respond quickly to a data breach or other security incident.  
 



13. Secure your remote workers.  
a. Require employees to use separate work and personal devices.  
b. Remind remote employees to change their router login and password from the default 



settings. 
c. Prohibit use of personal email and personal devices to conduct business.  
d. Require remote employees to use the same physical and technical security practices 



used at the office.  
e. Remote employees should save and back up data frequently.  



 
14. Protect against ransomware.  



a. Make sure computer networks are patched and up to date 
b. Backup your entire network; keep the back-ups up to date, offsite and tested! 
c. Immediately change default passwords. 
d. Segment your network to stop or slow the spread of ransomware.  
e. Use Multi-Factor authentication to protect your network from attackers.  











f. Train staff on protecting the business. Everyone should understand their responsibilities 
when it comes to Data Security. Create an ongoing and repetitive Training Program for 
new employees and existing employees. 



g. Know what's attached to your network. Any connection – including IoT devices - is a 
potential entryway to your network for attackers. 



h. Check antivirus and firewalls. 
i. Have a plan in place to respond to a ransomware attack.  



 
15. Consult available cyber resources like FTC’s Cybersecurity for Small Business (ftc.gov) and 



consider vendor resources to bolster your security.  
a. CertifID Wire Fraud Prevention and Recovery https://www.certifid.com/  
b. ClosingLock Real Estate Wire Fraud Prevention https://www.closinglock.com/  
c. Infrascale Backups https://www.infrascale.com/  
d. KnowBe4 security awareness training https://www.knowbe4.com/  
e. PCN Safe Escrow centralized disbursements https://pcnsafeescrow.com/  
f. Email encryption https://zix.com/  
g. Premier One secure hosting https://premier-one.com/  
h. NY Dept of Financial Services (Not NY specific) 



https://www.dfs.ny.gov/consumers/small_businesses  



 



Glossary of Terms: 



Whitelist of trusted web sites - Whitelisting websites allows you to control internet access based on 
groups of users or computers to only a specific set of web sites that you deem necessary for your 
business. It also allows you to whitelist websites for some users without allowing them for all users. 



Externally exposed systems – Any systems that are exposed to the outside world via the Internet. 



Data at rest - Data that is housed physically on a computer, server or in the Cloud. Computer data 
storage in any digital form. 



Strong Passwords - A password that is hard to detect both by humans and by the computer. Two things 
make a password stronger: (1) a larger number of characters, and (2) mixing numeric digits, upper -
lower-case letters and special characters ($, #, etc.). 



Remote Desktop Protocol - The Remote Desktop Protocol (RDP) makes it possible for employees to 
connect to their work desktop computer when they work remotely. 



Business Continuity Plan - Business continuity is the capability of an organization to continue the 
delivery of products or services at pre-defined acceptable levels following a disruptive incident", and 
business continuity planning is the process of creating systems of prevention and recovery to deal with 
potential threats to a company. 



Incidence Response Plan - An incident response plan is a set of instructions to help IT staff detect, 
respond to, and recover from network security incidents. These types of plans address issues like 
cybercrime, data loss, and service outages that threaten daily work. 
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https://premier-one.com/
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Cyber Security Basics - How to Protect your Business 

 

1.

 

Secure your business’s computer network and your data. 

a.

 

Prohibit access to web-based personal email on your network 

b.

 

Prohibit the use of removable devices like flash drives 

c.

 

Prohibit access to personal Social Media sites on your network 

d.

 

Create a Whitelist of trusted web sites used in your business 

e.

 

Encrypt your email or use a Secure Portal to exchange sensitive data and documents.  

 

2.

 

Protect email with filtering tools and employee phishing training.   

a.

 

Leverage all available email filtering tools for filtering malicious emails from reaching 

user inboxes.  

b.

 

Regularly educate and train your employees to spot and immediately report phishing 

emails and not to open or click on links within suspicious emails.  

 

3.

 

Manage vulnerabilities and patch regularly.  

a.

 

Keep all systems on the latest, fully support operating system(s) 

b.

 

maintain up-to-date anti-virus/anti-malware programs on computing systems, with 

signatures updated on a regular basis. 

c.

 

Regularly scan all systems and computing devices (desktops, laptops, phones, tablets, 

servers, network devices, printers, etc.) for vulnerabilities and patch them 

appropriately. 

d.

 

Scan applications vulnerabilities and remediate timely and appropriately. 

e.

 

Don’t forget your mobile devices! 

 

4.

 

Use Multi-Factor Authentication (“MFA”) to protect user accounts. MFA can keep hackers out of 

your network and limit in-network movement.  

a.

 

Enable Multi-Factor Authentication for email  

b.

 

Enable Multi-Factor Authentication for systems that have sensitive information 

c.

 

Enable Multi-Factor Authentication for users that have administrative or privileged 

access to systems 

d.

 

Enable Multi-Factor Authentication for systems that are remote access to the network 

and all externally exposed systems  

 

5.

 

Manage passwords.  

a.

 

Use strong passwords for all systems and user accounts.  

b.

 

Require passwords of at least 16 characters for all privileged user accounts, and prohibit 

commonly used passwords.  

c.

 

Avoid use of shared credentials for system or application access. Each user should have 

their own log-in credentials and should never share them with each other.  

d.

 

Terminate computer access and disable credentials for employees that leave the 

company immediately.  
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f. Train staff on protecting the business. Everyone should understand their responsibilities 
when it comes to Data Security. Create an ongoing and repetitive Training Program for 
new employees and existing employees. 



g. Know what's attached to your network. Any connection – including IoT devices - is a 
potential entryway to your network for attackers. 



h. Check antivirus and firewalls. 
i. Have a plan in place to respond to a ransomware attack.  



 
15. Consult available cyber resources like FTC’s Cybersecurity for Small Business (ftc.gov) and 



consider vendor resources to bolster your security.  
a. CertifID Wire Fraud Prevention and Recovery https://www.certifid.com/  
b. ClosingLock Real Estate Wire Fraud Prevention https://www.closinglock.com/  
c. Infrascale Backups https://www.infrascale.com/  
d. KnowBe4 security awareness training https://www.knowbe4.com/  
e. PCN Safe Escrow centralized disbursements https://pcnsafeescrow.com/  
f. Email encryption https://zix.com/  
g. Premier One secure hosting https://premier-one.com/  
h. NY Dept of Financial Services (Not NY specific) 



https://www.dfs.ny.gov/consumers/small_businesses  



 



Glossary of Terms: 



Whitelist of trusted web sites - Whitelisting websites allows you to control internet access based on 
groups of users or computers to only a specific set of web sites that you deem necessary for your 
business. It also allows you to whitelist websites for some users without allowing them for all users. 



Externally exposed systems – Any systems that are exposed to the outside world via the Internet. 



Data at rest - Data that is housed physically on a computer, server or in the Cloud. Computer data 
storage in any digital form. 



Strong Passwords - A password that is hard to detect both by humans and by the computer. Two things 
make a password stronger: (1) a larger number of characters, and (2) mixing numeric digits, upper -
lower-case letters and special characters ($, #, etc.). 



Remote Desktop Protocol - The Remote Desktop Protocol (RDP) makes it possible for employees to 
connect to their work desktop computer when they work remotely. 



Business Continuity Plan - Business continuity is the capability of an organization to continue the 
delivery of products or services at pre-defined acceptable levels following a disruptive incident", and 
business continuity planning is the process of creating systems of prevention and recovery to deal with 
potential threats to a company. 



Incidence Response Plan - An incident response plan is a set of instructions to help IT staff detect, 
respond to, and recover from network security incidents. These types of plans address issues like 
cybercrime, data loss, and service outages that threaten daily work. 
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f.

 

Train staff on protecting the business. Everyone should understand their responsibilities 

when it comes to Data Security. Create an ongoing and repetitive Training Program for 

new employees and existing employees. 

g.

 

Know what's attached to your network. Any connection – including IoT devices - is a 

potential entryway to your network for attackers. 

h.

 

Check antivirus and firewalls. 

i.

 

Have a plan in place to respond to a ransomware attack.  

 

15.

 

Consult available cyber resources like FTC’s Cybersecurity for Small Business (ftc.gov) and 

consider vendor resources to bolster your security.  

a.

 

CertifID Wire Fraud Prevention and Recovery https://www.certifid.com/  

b.

 

ClosingLock Real Estate Wire Fraud Prevention https://www.closinglock.com/  

c.

 

Infrascale Backups https://www.infrascale.com/  

d.

 

KnowBe4 security awareness training https://www.knowbe4.com/  

e.

 

PCN Safe Escrow centralized disbursements https://pcnsafeescrow.com/  

f.

 

Email encryption https://zix.com/  

g.

 

Premier One secure hosting https://premier-one.com/  

h.

 

NY Dept of Financial Services (Not NY specific) 

https://www.dfs.ny.gov/consumers/small_businesses  

 

Glossary of Terms: 

Whitelist of trusted web sites - 

Whitelisting websites allows you to control internet access based on 

groups of users or computers to only a specific set of web sites that you deem necessary for your 

business. It also allows you to whitelist websites for some users without allowing them for all users. 

Externally exposed systems

 – Any systems that are exposed to the outside world via the Internet. 

Data at rest

 - Data that is housed physically on a computer, server or in the Cloud. Computer data 

storage in any digital form. 

Strong Passwords

 - A password that is hard to detect both by humans and by the computer. Two things 

make a password stronger: (1) a larger number of characters, and (2) mixing numeric digits, upper -

lower-case letters and special characters ($, #, etc.). 

Remote Desktop Protocol

 - The Remote Desktop Protocol (RDP) makes it possible for employees to 

connect to their work desktop computer when they work remotely. 

Business Continuity Plan

 - Business continuity is the capability of an organization to continue the 

delivery of products or services at pre-defined acceptable levels following a disruptive incident", and 

business continuity planning is the process of creating systems of prevention and recovery to deal with 

potential threats to a company. 

Incidence Response Plan

 - An incident response plan is a set of instructions to help IT staff detect, 

respond to, and recover from network security incidents. These types of plans address issues like 

cybercrime, data loss, and service outages that threaten daily work. 
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f. Train staff on protecting the business. Everyone should understand their responsibilities 



when it comes to Data Security. Create an ongoing and repetitive Training Program for 



new employees and existing employees. 



g. Know what's attached to your network. Any connection – including IoT devices - is a 



potential entryway to your network for attackers. 



h. Check antivirus and firewalls. 



i. Have a plan in place to respond to a ransomware attack.  



 



15. Consult available cyber resources like FTC’s Cybersecurity for Small Business (ftc.gov) and 



consider vendor resources to bolster your security.  



a. CertifID Wire Fraud Prevention and Recovery https://www.certifid.com/  



b. ClosingLock Real Estate Wire Fraud Prevention https://www.closinglock.com/  



c. Infrascale Backups https://www.infrascale.com/  



d. KnowBe4 security awareness training https://www.knowbe4.com/  



e. Email encryption https://zix.com/  



f. Premier One secure hosting https://premier-one.com/  



g. NY Dept of Financial Services (Not NY specific) 



https://www.dfs.ny.gov/consumers/small_businesses  



 



Glossary of Terms: 



Whitelist of trusted web sites - Whitelisting websites allows you to control internet access based on 



groups of users or computers to only a specific set of web sites that you deem necessary for your 



business. It also allows you to whitelist websites for some users without allowing them for all users. 



Externally exposed systems – Any systems that are exposed to the outside world via the Internet. 



Data at rest - Data that is housed physically on a computer, server or in the Cloud. Computer data 



storage in any digital form. 



Strong Passwords - A password that is hard to detect both by humans and by the computer. Two things 



make a password stronger: (1) a larger number of characters, and (2) mixing numeric digits, upper -



lower-case letters and special characters ($, #, etc.). 



Remote Desktop Protocol - The Remote Desktop Protocol (RDP) makes it possible for employees to 



connect to their work desktop computer when they work remotely. 



Business Continuity Plan - Business continuity is the capability of an organization to continue the 



delivery of products or services at pre-defined acceptable levels following a disruptive incident", and 



business continuity planning is the process of creating systems of prevention and recovery to deal with 



potential threats to a company. 



Incidence Response Plan - An incident response plan is a set of instructions to help IT staff detect, 



respond to, and recover from network security incidents. These types of plans address issues like 



cybercrime, data loss, and service outages that threaten daily work. 










 

 

f.

 

Train staff on protecting the business. Everyone should understand their responsibilities 

when it comes to Data Security. Create an ongoing and repetitive Training Program for 

new employees and existing employees. 

g.

 

Know what's attached to your network. Any connection – including IoT devices - is a 

potential entryway to your network for attackers. 

h.

 

Check antivirus and firewalls. 

i.

 

Have a plan in place to respond to a ransomware attack.  

 

15.

 

Consult available cyber resources like FTC’s Cybersecurity for Small Business (ftc.gov) and 

consider vendor resources to bolster your security.  

a.

 

CertifID Wire Fraud Prevention and Recovery https://www.certifid.com/  

b.

 

ClosingLock Real Estate Wire Fraud Prevention https://www.closinglock.com/  

c.

 

Infrascale Backups https://www.infrascale.com/  

d.

 

KnowBe4 security awareness training https://www.knowbe4.com/  

e.

 

Email encryption https://zix.com/  

f.

 

Premier One secure hosting https://premier-one.com/  

g.

 

NY Dept of Financial Services (Not NY specific) 

https://www.dfs.ny.gov/consumers/small_businesses  

 

Glossary of Terms: 

Whitelist of trusted web sites - 

Whitelisting websites allows you to control internet access based on 

groups of users or computers to only a specific set of web sites that you deem necessary for your 

business. It also allows you to whitelist websites for some users without allowing them for all users. 

Externally exposed systems

 – Any systems that are exposed to the outside world via the Internet. 

Data at rest

 - Data that is housed physically on a computer, server or in the Cloud. Computer data 

storage in any digital form. 

Strong Passwords

 - A password that is hard to detect both by humans and by the computer. Two things 

make a password stronger: (1) a larger number of characters, and (2) mixing numeric digits, upper -

lower-case letters and special characters ($, #, etc.). 

Remote Desktop Protocol

 - The Remote Desktop Protocol (RDP) makes it possible for employees to 

connect to their work desktop computer when they work remotely. 

Business Continuity Plan

 - Business continuity is the capability of an organization to continue the 

delivery of products or services at pre-defined acceptable levels following a disruptive incident", and 

business continuity planning is the process of creating systems of prevention and recovery to deal with 

potential threats to a company. 

Incidence Response Plan

 - An incident response plan is a set of instructions to help IT staff detect, 

respond to, and recover from network security incidents. These types of plans address issues like 

cybercrime, data loss, and service outages that threaten daily work. 


