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: hOTECTENG Y@UR BUSINESS

SECURE m PROTECT

Secure your business’s
computer network and your
data

Secure your remote workers

Protect email with filtering
tools and employee phishing
training

Monitor and respond to
changes in your network

Use Multi-Factor
Authentication (“MFA”") to
protect user accounts. MFA
can keep hackers out of your
network and limit
in-network movement
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FAMILY OF COMPANIES

Manage passwords

Encrypt sensitive and
customer information data
atrestand in use

Disable Remote Desktop
Protocol access to your
network from the internet

Manage privileged access

Develop a Business
Continuity Plan

Manage vulnerabilities and
patch reqularly

Maintain, test and segregate
backups

Create an Incident Response
Plan

Protect against ransomware

Consult available cyber
resources like FTC's
C(ybersecurity for Small
Business (ftc.gov) and
consider vendor resources to
bolster your security

Protect through ongoing
education and training

ﬁ“'& Click here for the full detailed list

nationalagency.fnf.com/cybersecurity


https://nationalagency.fnf.com/Portals/0/CyberSecurityBasics-HowToProtectYourBusiness_2182022%5B1%5D.pdf

